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The Art of Invisibility – Book

In one famous experiment, Cui reported that he could turn on the fuser bar, the part of the printer that heats the paper after the ink has been applied, and leave it on, which would cause the printer to catch fire. The vendor—not HP—immediately responded by arguing that there was a thermo fail-safe within the fuser bar, meaning the printer could not overheat. However, that was Cui’s point—he’d managed to turn that failsafe feature off so that the machine could actually catch fire.

As a result of these experiments, Cui and his adviser, Salvatore Stolfo, argued that printers were weak links in any organization or home. For example, the HR department of a Fortune 500 company might receive a maliciously-coded résumé file over the Internet. In the time it takes the hiring manager to print that document, the printer through which it travels could be fully compromised by installing a malicious version of the firmware.
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